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Before answering the question-paper candidates

should ensure that they have been supplied to correct

and complete question-paper. No complaint, in this

regard, will be entertained after the examination.

Note : Attempt Five questions in all, selecting at

least one question from each Unit. All

questions carry equal marks.

Unit IV

7. (a) List three design goals for a firewall.

(b) What is IP address spoofing ? How can

it be prevented using firewalls ?

(c) What is the difference between an internal

and external firewall ?

(d) Distinguish between a session and a

connection. 4×5=20

8. Write short notes on the following : 10+10

(a) ATM Network

(b) Management Information Model.
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Unit I

1. (a) Define a symmetric key cipher. List two

transposition ciphers. 5

(b) What is the difference between a block

cipher and a stream cipher ? 8

(c) What are the two general approaches to

attacking a cipher ? 7

2. Explain the following : 6+7+7

(a) Codes and ciphers

(b) Monoalphabatic ciphers and

polyalphabetic ciphers

(c) Substitution cipher and transposition

cipher.

Unit II

3. (a) What is the block size in DES ? What is

the cipher key size and round key size in

DES ? 6

(b) What is double DES ? What kind of

attack on double DES makes in useless ?

7

(c) What is triple DES, triple DES with two

keys and triple DES with three keys. 7

4. Write notes on the following : 10+10

(a) Diffle Hellman Exchange

(b) Digital signatures.

Unit III

5. (a) Name the seven types of packets used in

PGP and explain their purpose. 6

(b) Compare and contrast key management

in PGP and S/MIME. 7

(c) Compare and contrast the hash algorithms

used in PGP and S/MIME. 7

6. Explain the following : 6+7+7

(a) Web Security

(b) Digital signature standards

(c) IP security.
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