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Note : Attempt Five questions in all, selecting at

least one question from each Unit. All
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Unit I

1. Define the term confidentiality. Describe the

various operational and human issues in

information and network security. 15

2. Explain concepts of security. What are the

principles of information security ? 15

Unit II

3. Define Authentication. Discuss access control

mechanism and physical security control. 15

4. Write short notes on the following :

(a) Malware detection 7.5

(b) Operations security 7.5

Unit III

5. Describe IT Act, 2000, Discuss various legal

resources against hacking. 15

6. Write short notes on the following :

(a) Defamation and abuse 7.5

(b) Cyber fraud 7.5

Unit IV

7. Elaborate various legal and other innovative

moves against cyber squatting. 15

8. Write short notes on the following :

(a) Software piracy 7.5

(b) e-Commerce Taxation 7.5
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