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Unit I

1. (a) What is a block cipher ? Explain the

various modes of the operation of block

cipher. 10

(b) Write a short note on triple DES. 5

2. Explain the working of AES in detail. Also

explain its evaluation criteria. 15

Unit II

3. (a) Describe the RSA algorithm in detail. 8

(b) Write and explain the Diffie-Hellman key

exchange algorithm. 7

4. Discuss the concept of Elliptic curve

cryptography in detail. 15

Unit III

5. (a) What do you mean by authentication ?

Write the MD5 algorithm in detail. 8

(b) What do you mean by digital signature

standards ? Explain. 7

6. Explain the concept of HMAC in detail. 15

Unit IV

7. (a) Write the Firewall design principles. 7

(b) What is the concept of PGP ? Explain.

8

8. Write short notes on the following : 15

(a) Kerberos

(b) IP Security.
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